[Tpunoxenue Ne 5 k mucemy
MuHOOpa3zoBanusi PoctoBckoit o0nactu
oT No

NHOOPMAILIMOHHAA [TAMATKA
JUIA OBYYHAIOIINXCA 1JIA PASMEIIEHUA
HA OOUIMAJIBHBIX MHTEPHET-PECYPCAX

C KaxIplM TOJOM MOJOJIEKM B HMHTEPHETE CTAHOBUTHCA OoOJjbIe, a
IIKOJbHUKU OJIHM M3 CaMbIX aKTHMBHBIX NoJib3oBartened Pynera. Mexny tew,
IOMHUMO OTPOMHOr0 KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U IMPOOJIEMBI.
DTa naMATKa J0JKHA MOMOYb Te0e 0€30acHO HaXOIUThCS B CETH.

KomnbrorepHbsie BUPYChI

KoMmmnbroTepHbIli BUPYC - 3TO Pa3HOBHUIHOCTH KOMIIBIOTEPHBIX MPOrpaMM,
OTJIMYUTENILHOW OCOOEHHOCTBIO KOTOPOU SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHMIO.
B nononHeHue K 3TOMy, BUPYChl MOT'YT IOBPEAUTh WIH MOJHOCTHIO YHUUYTOXXUTH
BCe (pailyibl U JaHHBIE, MOAKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOro Oblia
3amylnieHa 3apakeHHas Iporpamma, a TaKKe NOBPEIUTh WU AaXKE YHUUYTOXKUTH
OTNEpallUOHHYIO CHCTEMY CO BceMu (aiijamu B 1ieJoM. B OOJbIIMHCTBE cllydaes
PacIpOCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.

MeTo1bl 3aIUThl OT BPELOHOCHBIX IPOIPaMM:

1. MHcnonb3ylhi COBpEMEHHBIE ONEPALMOHHBIE CHUCTEMBI, HMEIOIINE
CEPbE3HBII YPOBEHB 3aLUTHI OT BPEJOHOCHBIX TPOrpamm;

2. l[locTtostHHO ~ycTaHaBiAuBail mayTd (UMQPpPOBBIE 3aIJIATKH, KOTOpbIE
ABTOMAaTUYECKU YCTAHABIMBAIOTCA C LENbI0 JOPAOOTKM NPOrpaMMmbl) U ApPYTHe
OOHOBJIEHUSI CBOEW omepanMoHHOW cuctembl. CKauMBail UX TOJIBKO C
opummanbHoro  caiira  paszpaborunka OC. Ecam  cymiecTByeT — pexum
aBTOMAaTUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. PaGoraii Ha cBOeM KOMIBIOTEpE IOJl TpaBamMu IOJb30BATENs, a HeE
aJIMMHUCTPATOpa. OJTO HE IMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTrpamMm
MHCTAJUINPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Vcnons3yil  aHTUBUPYCHbIE TPOrpPaMMHBIE TPOAYKTHI  M3BECTHBIX
IPOU3BOIUTENEH, C aBTOMATHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb (pU3NYECKUN AOCTYI K KOMIIBIOTEPY JJI IOCTOPOHHUX JIUIL;

6. Vcnonp3yil BHEIIHHE HOCUTENW MH(OpMAIUU, TaKUe Kak (Quielka, JUCK
WK (ailsl U3 UHTEpHETa, TOJIBKO U3 MPOBEPEHHBIX UCTOUHUKOB;

/. He oTkppiBall KOMIIbIOTEpHbIE (ailiibl, MOJyYEHHbIE W3 HEHAIEHKHBIX
UCTOYHUKOB. J[axxe Te (aiibl, KOTOpbHIE MPUCTAT TBOM 3HAKOMBIN. Jlydine yrounu
y HEro, OTIIPaBJIsUI JIU OH Te0e uX.

Ceru WI-FI

Wi-Fi - 310 He BuJ niepeiadyn JaHHBIX, HE TEXHOJOTHs, & BCETO JIUIIbL OpeH]I,
mapka. Eme B 1991 rogy HuumepnaHickash KOMIIAHUSI 3aperUCTpUpoBajia OpeH]I
«WECA», uto o06o3nauano cinoBocoueranue «Wireless Fidelity», xoropsrii
NEPEeBOJIUTCA KaK «0eCTpOBOIHASI TOYHOCTDY.



Jlo Haliero BpeMeHHu Joliia apyras abOpeBuarypa, Koropas SBJIsIeTCs TaKOn
XKe TexHojoruend. Ito abbpeBmarypa «Wi-Fi». Takoe Ha3Banue OBLIO JTaHO C
HAMEKOM Ha CTaHAapT BbIcHIed 3BykoBoW TexHuku Hi-Fi, 4tro B mnepeBome
03HAYACT «BBICOKAS TOUHOCTHY.

Ja, OecriiaTHBINM MHTEPHET-IOCTYN B Kade, OTeIsIX U adporopTax sSBISACTCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJa B WHTepHET. HO MHOrMe 3KCIepThl CUUTAIOT,
gyt0 obmenoctymnubie Wi-Fi cetn He SBIsSIFOTCS O€30TacHBIMH.

CoBeThl 110 0€30MaCHOCTH PpadOThI B 00IIEAOCTYMHBIX ceTsaXx Wi-fi:

1. He nepenaaii cBoro muuHyto nHMOpMaInio yepes ooienoctymnasie Wi-Fi
cetu. Pabortast B HUX, XelaTeabHO HE BBOAUTH MAPOJIU JIOCTYIA, JIOTUHBI U KaKue-
TO HOMEDA;

2. Ucnonb3yit 1 OOHOBIIAN aHTUBUPYCHBIE MIPOTpaMMBbI U OpaHaMayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonb3oBanun Wi-Fi oTtkmoun ¢yHkuuo «OOmuid goctyn K
daitmam u npuHTepam». JlaHHas (QYHKIMS 3aKphiTa MO yMOJTYAHHUIO, OJHAKO
HEKOTOPBIE MOJIb30BATENIN aKTUBUPYIOT €€ JJIsl yA100CTBa UCIOIb30BaHUs B paboTe
Wi ydebe;

4. He wucnons3yid nyonuuaeii WI-FI nns mepemaud JUYHBIX JTaHHBIX,
HAIPUMeED, JUTsl BBIXO/Ia B COITUATBHBIC CETH WITH B DJIGKTPOHHYIO TIOUTY;

5. Mcnonb3yi# TOJIbKO 3aiuineHHoe coenunenne yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-apeca BBOAU UMEHHO «https://»;

6. B mobunpHOM Tenedone orkimoun (ynkmuro "lloaxmouenne k Wi-Fi
aBromatudecku". He momyckaili aBTOMaTWU4YeCKOro IMOJKIIOUEHHUS YCTPOWMCTBA K
cerssm Wi-Fi 6e3 TBoero cormacusl.

CouunanbHble CETH

CoruanbHbIe CETH aKTUBHO BXOJIST B HaIly KH3Hb, MHOTHE JIFOJAM pa0OTaIOT
¥ )KUBYT TaM TIOCTOSIHHO, a B Facebook yxe 3apeructpupoBan Mummnap 4€IoBek,
YTO SIBJISIETCS OJIHOM CebMOMW BCEX >KHUTENEH TuIaHeThl. MHOTrME MOiIb30BaTeNu HE
MOHUMAIOT, YTO WH(OpPMAIUs, pa3MEIICHHAass UMH B COIUAIbHBIX CETSIX, MOXKET
OBITh HalileHa W MCIOJIb30BaHa K€M YTrOJHO, B TOM YHCJIE HE 0053aTelbHO C
0JIaruMu HaMEepEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTHU B COIMMAIIBHBIX CETSIX:

1. Orpannyb crucok Jnpy3ed. Y TeOs B Apy3bsX HE JOMKHO OBITH
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;

2. 3ammimaii CBOIO YAaCTHYIO ku3Hb. He ykaspiBali maponu, TeiaedOoHbI,
aapeca, JaTy TBOEro pOXKACHUA M JAPYryl0 JIMYHYIO  HWHQOpMAIUIO.
31OYMBITIUICHHUKH MOTYT UCIIOJIb30BaTh Jake HH(DOPMAITHIO O TOM, KaK Thl U TBOH
POJIUTENH TUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuinaili CBOIO pemyTaluio - AEp>KU €€ B YUCTOTe W 3ajaBail cede
BOIIPOC: XOTEJ OBl ThI, YTOOBI APYTUE MOIH30BATEIN BUJIEIH, YTO ThI 3arpyKaemib?
[Toxymaii, mpekJie YeM 4TO-TO ONyOJIUKOBATh, HAIMCATh U 3arPy3UTh;

4. Ecnu ThI TOBOPHIITH C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE MUCIIOJIB3YH CBOE
peaibHOE UMS U JPYTYI0 JUYHYIO MH(OpPMAIUMU: UM, MECTO >KUTENIbCTBA, MECTO
y4eObl U Mpouee;



5. U36erait pazmemenust ¢pororpaduit B MuTepuere, rae ol n300pakeH Ha
MECTHOCTH, 10 KOTOPOX MOKHO OIPEJIEIINTh TBOE MECTOIOJI0KEHHUE;

6. [Ipu peructpanuu B COINUAIBHOM CETH HEOOXOAMMO HCIOJIb30BaTh
CJIOHBIE AP0, COCTOSAUIME U3 OYKB U U U C KOJIUYECTBOM 3HAKOB HE MEHEE
8;

/. lns couMambHOM CE€TH, MO4YThl M JAPYTUX CalTOB HEOOXOJIUMO
UCIIOJIb30BaTh pa3Hble napoiid. Toraa eciiu Tedsi B3JIOMAIOT, TO 3J0YMBIILIEHHUKH
NOJIy4aT JOCTYI TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpa3sy.

DJIEKTPOHHBIE JICHBI'U

DONeKTpOHHBIE JEHBI'M - 9TO OYEHb YAOOHBIM CMOCOO IIaTexel, OJHAKO
CYIIIECTBYIOT MOIIIEHHUKHU, KOTOPBIE XOTAT MOTYYUTh 3TH JICHBTU.

DNEKTPOHHbIE IEHBI'M MOSIBUIIUCH COBCEM HEJIABHO M UMEHHO HM3-3a 3TOTO BO
MHOT'MX F'OCYIapCTBax JI0 CUX MOpP HE MPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHU (YHKITMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, IIe
UX pa3eiialoT Ha HECKOJIbKO BUIOB - aHOHMMHbIE U HE aHOHUMHbIE. Pa3Huna B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3perniaeTcs MPoOBOAUTH orepanuu 0e3
UACHTU(UKAIINH TI0JIb30BATENsA, 2 B HEAHOHUMHBIX WICHTH(UKAIIHS TTOJIH30BATEISI
SIBIIIETCA 00513aTEIbHOM.

Taxxe cienyer pasnuyarh BJIEKTPOHHbIE (HUATHBIE JEHbIU (paBHBI
rOCYy/IapCTBEHHBIM BaIIOTaM) M JJIGKTPOHHbIE HedUaTHbIE JACHBIU (HE PaBHBI
roCyJIJapCTBEHHBIM BaJIIOTaM).

OcCHOBHBIE COBETHI IO O€30MaCHOM padOTe ¢ IICKTPOHHBIMU JICHHTAMMU:

1. IlpuBsku k cyery MOOWIbHBIA TeneoH. DTO camblii yIOOHBIM U
OBICTPBI CHIOCOO BOCCTAHOBUTH JOCTYyn K cuery. I[lpuBszanssiii TenedoH
MIOMOYKET, €CJM 3a0yJellb CBOM IJIATEKHBIA IMapoJib WM 3aijellb Ha CalT C
HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonp3yit omHopa3zoBble maponu. Ilocrme mepexona Ha yCHIECHHYIO
aBTropu3aluio Tebe yxxke He OyleT yrpoKaThb ONACHOCTh KPakKH WM IepexBaTa
IJIATEKHOTO MTAapOJIs;

3. Boibepu cnoxubiii maponb. [Ipectrymaukam OyaeT HE MPOCTO yrajaaTth
CJIOKHBIN napoib. HanexxHble maposiu - 3TO Maposiu, KOTOPBIE COAEPKAT HE MEHEE
8 3HAKOB W BKJIIOYAIOT B ce€OS CTPOYHBIE W TPOMUCHBIE OYKBBI, IU(PHI U
HECKOJIbKO CUMBOJIOB, TaKME KaK 3HaK Jojiapa, pyHTa, BOCKJIHMIATEbHBINA 3HAK U
T.11. Harmpumep, $tROng!;

4. He BBOJIM CBOU JIMYHBIE JaHHBIE HA CaliTax, KOTOPBIM HE JIOBEPSCILIb.

DJIEKTPOHHAS TTOYTa

DNEKTPOHHAS MOYTa - 3TO TEXHOJIOTHUS U MPEAOCTaBIsIEMbIE €10 YCIYyTH IO
NEPECHUIKE U MOJYYEHHUIO AJIEKTPOHHBIX COOOIIEHUHN, KOTOpbIE paclpeAeaioTcs B
KOMITbIOTEpHOU ceTh. OOBIYHO JJIEKTPOHHBIM TMOYTOBBIM SIIUK  BBITJISUT
CIeyIonUM 00pa3oM: UMsl_TONIb30BaTeIsi(@uMsl_ToMeHa. Takxe KpoMme mepeaadu
IPOCTOr0 TEKCTa, UMEETCSl BO3MOXKHOCTh MepeaaBaTh (haitsbl.

OCHOBHBIE COBETHI IT0 OE30ITACHON PabOTe C IICKTPOHHOMN MOYTOM

1. Hamo BBIOpaTh MNpaBWIBHBIM TOYTOBBIM CepBUC. B HMHTEpHETE ecTh
OTPOMHBIN BEIOOP OECTUIATHBIX MMOYTOBBIX CEPBHUCOB, OAHAKO JIYUIIIE JOBEPSITH TEM,
KO0 3Haellb U KTO NIEPBbIA B PEUTHUHIE;



2. He yxa3bIBaii B IMYHOU MOYTE JMUHYIO HHpopManuto. Hanpumep, myuiie
BbIOpaTh «My3bIKaNIbHBIN _(hanaT@» min «pok2013» Bmecto «remal3»;

3. Ucnonb3yil nBYXATamHyl0 aBTOpHU3AIMIO. DTO KOrja IMOMHUMO Maposis
HY>KHO BBOAUTH KO/, TPUCBUIAEMBIN 110 SMSS;

4. Be10Oepu cIIOKHBIN Tapoiib. [[71s KaXK10ro MOYTOBOTO SIIHUKA JOJIKEH ObITh
CBOW HAJEXKHBIN, YCTOWYMBBIN K B3JIOMY apoJib;

5. Ecnu ecTh BO3MOXHOCTH HamucaTh CaMOMYy CBOHM JIMYHBIA BOIIPOC,
UCITOJIb3YH 3TY BO3MOKHOCTB;

6. cronb3yii HECKOJBKO TIOYTOBBIX SMUKOB. [lepBeIi 11 4YacTHOM
NEPENNCKHU € aJpecaTamMy, KOTOPBIM Thl JOBEpsElIb. JTO AIEKTPOHHBIN aJpec HE
HaJI0 UCIIOJIb30BaTh IPHU PETUCTpALMK Ha (PopyMax U calTax;

7. He oTkpsiBail ¢aiinpl U apyrue BIOKEHHS] B MUChMax, JaKe €CIU OHU
OPULUIA OT TBOMX Jipy3el. Jlydine yTouHu y HUX, OTIPABIIAIM JU OHU TeOE ITH
(aiinbr;

8. [locne oxoH4yaHHsI pabOThl HA IOYTOBOM CEpPBUCE IMEPENl 3aKPHITHEM
BKJIQJIKU C CAUTOM HE 3a0y/1b HaxkKaTh Ha «BBIATHY.

KuGepOymiuHr wiv BUpPTyanbHOE U31€BATEIHCTBO

KubepOyumuar - mpeciiejoBaHUE  COOOIICHUSIMH,  COJEp KAIUMHU
OCKOpOJIeHuMs, arpeccuio, 3aIyTUBaHUE; XYJINTaHCTBO; COLMAJIbHOE
OOMKOTHPOBAHUE C MOMOLIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 0 00pbOE ¢ KMOEPOYITUHIOM:

1. He Gpocaiicst B 60ii. JIydmmii ctoco6: mOCOBETOBATHCS KaK ce0sl BECTH H,
€CJIM HET TOro, K KOMy MOXXHO OOpaTUThCS, TO BHadalle yCIOKOUThCs. Eciau Tbl
HAYyHEeIllb OTBEYaTh OCKOPOJIEHUSIMU Ha OCKOpPOJEHHS, TO TOJBKO elle OoJblIe
Pa3oAOKeIb KOH(IIUKT;

2. Ynpapnsii cBoel kubeppernyTanuei;

3. AHOHUMHOCTh B ceTH MHHMas. CyIIecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOUT 32 AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XYJIUTIaHCKUU 00pa3 BUPTyaJbHOM >Ku3HU. MHTEepHer
dbukcupyer Bce TBOM JEHCTBUA W COXpaHSET UX. YJAIUTh UX OyneT KpaiiHe
3aTPYJHUTEIBHO;

5. Cobnronait CBOIO BUPTYaIbHYIO YECTh CMOJIONY;

6. UrHopupy#t eauHuuHbld  HeraTuB. OmHOpa3oBble OCKOPOUTENbHBIE
COOOIIeHUsT Jyyllle WUrHopupoBath. OOBIYHO arpeccus MpeKpamaercs Ha
HayaJabHOM CTaJINH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMHU COOOIICHUSIMH, B
COLIMANBHBIX CETSIX €CTh BO3MOXHOCTh OJIOKHUPOBKHM OTIPABKH COOOIIEHUH C
OIpPENIETICHHBIX aJPECOB;

8. Ecnu ThI cBUaeTeNnb KHOEepOyuiHra. TBou 1elcTBUS: BHICTYIUTh IPOTHUB
[IpEeCIIeOBATeNsl, IIOKa3aTb €My, YTO €ro JCHCTBUS OLICHUBAIOTCS HEraTUBHO,
NOJIIEPKATh KEPTBY, KOTOPOW HY)KHA TMCHXOJIOTMYECKash MOMOIlb, COOOUIUTh
B3pPOCIBIM O (paKTE arpeCCUBHOIO OBEJIEHUS B CETH.

MoOwibHBIHN TenehoH

CoBpemeHHbIe cMapT(HOHBI U TJIAHIIETHI COIEPKAT B ceOe BIIOJHE B3POCIbIN
(yHKIMOHAN, M Temeph OHU MOIYT KOHKYpUpPOBaTb CO CTallMOHAPHBIMU



KomIbtoTepamMu. OHAKO, CPEICTB 3aIIUTHI JIJIs1 TOJOOHBIX YCTPONCTB MOKA OYEHb
Mano. TectupoBaHWE M TOWUCK YSA3BUMOCTEM B HHMX IPOUCXOJUT HE Tak
UHTEHCUBHO, Kak 1y [1K, To jxe camoe kacaercss 1 MOOMIIbHBIX MPUII0KEHU.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIU
HACTOJIbHBIE aHAJIOTH, OJHAKO pacUIMpeHHe (QYHKIMOHANIAa BIe4YeT 3a CcoOoM
OOJIBIIYIO CII0KHOCTh YU MEHBIIYIO 3aIUIIEHHOCTbD.

Jlanieko He BCE€ NPOU3BOJIMUTENM BBITYCKAIOT OOHOBJIEHMS, 3aKpPbIBAIOIIHE
KPUTHYECKUE YSI3BUMOCTH JIJIsl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI 151 0€30MaCHOCTH MOOMIILHOTO TenedoHa:

Huuero He siBnsieTcst mo-HacTosleMy OecruiaTHbIM. Byab ocTopoxkeH, Beab
Korja Tede mpeajaraloT OecIiaTHbIA KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKue-
TO IUIATHBIE YCIIYTH;

Hymaii, mpexxae uem ornpaButb SMS, poto mnu Buaeo. Tel TOUHO 3HaACTIID,
r7ie OHU OyAyT B KOHEUHOM UTOre?

Heobxonnmo 0OHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOETO CMapTQOoHa;

Hcnonb3yil aHTUBUPYCHBIE MPOTPAMMBI JJ1s1 MOOMIIBHBIX TeNe(pOHOB;

He 3arpyxail npuioXeHus OT HEU3BECTHOIO MCTOYHHMKA, BEAb OHH MOIYT
coJiep>KaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECTIICUEHHE;

[Tocnie Toro kaxk Thl BbIIELIb C CaiiTa, I'/I€ BBOJIWJ JIMYHYIO MH(OpMaLUIO,
3aiiii B HACTPOUMKHU Opay3epa u yaanu cookies;

[leproauyecku npoBepsid, Kakue MIaTHbIE YCIYTHM aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBOil HOMep MOOMJIBHOrO TenedoHa TOJIBKO JIOASM, KOTOPBIX ThI
3HAelllb U KOMY JIOBEpsCLIb;

Bluetooth nomken ObITH BBIKIOUEH, KOTJIa Thl UM HE TONb3yelbcs. He
3a0bIBail MHOT A IPOBEPSATH 3TO.

Online urpst

CoBpeMEHHBIE  OHJAWH-UTPBI - 3TO KpPACOYHBIE, 3aXBaThIBAIOLINE
pa3BiieyeHusi, OOBEAUHSIONIME COTHH ThICSY YEJIOBEK MO Bcemy mupy. Wrpoku
UCCIIEAYIOT JTaHHBIA UM MHp, OOLIAOTCS APYT C APYIOM, BBINOJHSIOT 3a/laHus,
CpPaKalTCsl C MOHCTpaMHM W TOJYy4YalOT ONBIT. 3a YAOBOJBCTBUE OHM IUIATST:
MOKYTAIOT JUCK, OIUIAYMBalOT a0OHEMEHT WM MPUOOPETatOT KaKUe-TO OIIUH.

Bce 3tu cpenctBa uayT Ha MOAAEPKaHUE U PA3BUTUE UTPBIL, a TAKKE HA caMy
0€30MacHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
natuu (LMQpOoBBIE 3aIIATKU AJI IPOrpaMM ), 3aKPbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B nomoOHBIX Wrpax CTOUT OMAacaTbCsi HE CTOJIBKO CBOMX COIEPHUKOB,
CKOJIBKO Kpa)Xi TBOEro Mapojisi, Ha KOTOPOM OCHOBaHa CHCTEMa AaBTOPU3ALIMHU
OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO UTPOBOT0 aKKayHTa:

1. Ecnu npyroii urpok Bener ce0s II0XO WM CO3/aeT Tede HEMPUSITHOCTH,
3a0JI0KMPYH €ro B CIIMCKE UTPOKOB;

2. Tloxanyiicsi agMUHHCTPATOpaM WIPbl HA IUIOXOE€ MOBEJIECHHE 3TOrO
UTPOKa, JKEJIaTENIbHO MPUIIOKUTh KaKHE-TO JOKa3aTENbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii 1ruHyi0 HHGOpMAIUIO B Ipodaiiie Urpsel;

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;



5. He ycranaBnuBaii Heo(uImaaibHbIC TATYU U MOJIBI,

6. Mcnionb3yil ClI0KHBIE U Pa3HBIE TAPOJIH;

7. Jlaxxe BO Bpemsi Urpbl HE CTOUT OTKIHOYaTh aHTUBUpYC. [loka ThI
Urpaellb, TBOM KOMIBIOTEP MOT'YT 3apa3uTh.

OUIIUHT WK Kpaka TUYHBIX JTaHHBIX

OOBIYHOM Kpaxkell JeHer U JOKYMEHTOB CETOJIHS YK€ HUKOIO He YJIMBHILb,
HO C PAa3BUTUEM HWHTEPHET-TEXHOJIOTMI 3JI0YMBIIIJIEHHUKH [EPEMECTUINCH B
UHTEPHET, U MPOJ0JIKAIOT 3aHUMATHCS «JTFOOMMBIMY JIETIOM.

Tak mosBWIach HOBasi Yrpo3a: MHTEPHET-MOILLIEHHUYECTBA WM (DUIIUHT,
rJIaBHas 11€Jb KOTOPOTO COCTOMT B TOJIYyYE€HUHW KOH(PUACHIIMAIbHBIX JaHHBIX
NoJIb30BaTeliel - JIOTMHOB W mapoiieid. Ha anrnmiickom si3bike phishing uuraercs
kak ¢umuHr (ot fishing - peiOHas noBis, password - mapossb).

OcHOBHBIE COBETHI IO 00pHOE C (PUITUHTOM:

1. Cnenn 3a cBOoMM akkayHTOM. EcCiu ThI moao3peBaciib, YTO TBOS aHKETa
OblTa  B3JIOMAaHa, TO HEOOXOJAWMMO  3a0JOKHpPOBATH €€ MW COOOIIUTH
aMUHHUCTpATOPaM pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Ucnonb3yii Ge3omacHbie BeO-CaliThl, B TOM YHUCII€, HHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonp3yil cnoxHBbIE W pa3Hble mapond. Takum oOpa3om, eciau Teos
B3JIOMAIOT, TO 3JIOYMBIIUIEHHMKH IOJAy4YaT JOCTYI TOJIBKO K OJHOMY TBOEMY
npoduITto B CETH, a HE KO BCEM;

4. Ecniu TeOs B3nOMaliid, TO HEOOXOAMMO TPEAYNpPEeNuTh BCEX CBOHMX
3HAKOMBIX, KOTOpBIE I00aBJIEHBI y T€OS B IPY3bsiX, O TOM, YTO T€Os B3JIOMAJH U,
BO3MOXHO, OT TBOEr0 UMEHH OY/ET pacchblIaThCs CIIaM U CChUIKU Ha (DUILIMHIOBBIE
CaWThI;

5. YcranoBu HanexHblil napons (PIN) Ha MoOUnbHBIN TenedoH;

6. OTKIIIOUM COXpaHEHUE Napos B Opaysepe;

/. He oTkpsiBail ¢aiibl U Ipyrue BIOKEHHS B MUCHbMAaxX, JaXKe €ClId OHU
OPUIUIM OT TBOMX Apy3eil. Jlydille yTOUHM y HUX, OTIPABJISUIM JIU OHU TeOe 3TH
(baisl.

[udposas penyrarus

[MudpoBas pemyramnusi - 3TO HETaTUBHAS WX MO3UTHUBHAas WHMOpMAIUSI B
cetu o tebe. Kommpomerupyromas uHbopmalus, pa3MellleHHas B HHTEpPHETE,
MOKET CEpbE3HBIM 00pa30M OTPA3UThCS Ha TBOEW peasibHOM ku3HU. «lludposas
penyTamnus» - 3T0 TBOM UMHIIK, KOTOPBIA hopMupyercs u3 unopmaiuu o Tede B
UHTEpPHETE.

TBoe M™ecTO KUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE TIOJIOXKECHHE,
0COOEHHOCTH XapaKTepa U paccKa3bl O OJIM3KUX - BCE 3TO HAKAIJIUBAETCS B CETH.

MHorve mnoApOCTKH JIETKOMBICIEHHO OTHOCATCS K NyOJUKAalHMH JUYHOU
uHpopmaru B VHTEpHETE, HE MOHMMAs BO3MOXKHBIX MOCIEACTBUM. Thl gaxke He
CMOJKEIlb JorafaThCsi 0 TOM, 4TO (pororpadus, pa3MellleHHas S5 JeT Ha3aj, craja
NPUYUHON OTKa3a MPUHSATH TEOS Ha padoTy.

KomMmenTtapuu, pa3smenienne TBoux ¢gororpaduii u apyrue 1edCTBHUS MOTYT
HE MCUYE3HYTh JaXe IOCIE€ TOro, Kak Thl UX YJalullib. Thl HE 3HAelb, KTO
coxpaHw1 »Ty wuHPOpMAIMIO, TMolaja JU OHAa B TIOUCKOBBIE CHUCTEMBI U



COXpaHWIach JIM OHA, a TJIABHOE: YTO MOJAYMAalOT O TeO€ OKPY)KaIoIIHUe JIOIH,
KOTOpbIE HAWAYT U YBHUIAT 3T0. HaliTu mHbOpMAINi0O MHOTO JIET CITYCTSI CMOXKET
000i - Kak U3 T0OphIX MOOYKJIEHU, TaK U ¢ HAMEPEHUEM MPUYUHUTH Bpe. DTO
MOKET OBITh KTO YTOJIHO.

OCHOBHBbIE COBETHI 110 3alIUTE LIUPPOBOI penyTaluu:

1. [Togymaii, npexae yeM 4To-To MyOJUMKOBaTh U MepeaaBaTh y ce0s B OJore
WJIM B COIIMAJIbHOM CETH;

2. B mactpoiikax npoduiis yCTaHOBM OTrpaHUYEHUS Ha MPOCMOTP TBOETO
npo(duiIs U ero COAEPHKUMOro, CAeNal ero TOJIbKO «IJId Ipy3en»;

3. He pa3memiaii u He yka3piBail HHGOPMAIINIO, KOTOpas MOXKET KOro-imoo
OCKOPOJIATH WM OOMKATh.

ABTOpCKOE MPaBo

CoBpeMeHHBIE IKOJIBHUKA - AaKTUBHBIE TMOJBH30BATENN  LUQPPOBOTo
npoctpaHcTBa. OJHAKO JaJeKO HE BCE 3HAIOT, YTO IOJb30BAaHUE MHOTHMH
BO3MOXKHOCTSIMH ~ IupoBOro  mmpa  TpebyeT  CcOONIOACHHWS  TpaB  Ha
MHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH «HWHTENNEKTYanbHasi COOCTBEHHOCTBH» OTHOCHTCS K Pa3IUYHBIM
TBOPEHHSIM YEJIOBEYECKOr0 yMa, HauyWHas C HOBBIX H300pETEHUN M 3HAKOB,
0003HayarouX COOCTBEHHOCTh HAa MPOJYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dororpadusimu, KHHODUIEMAMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE MpaBa - ATO MpaBa HA HMHTEJUIEKTYaJIbHYI0O COOCTBEHHOCTb Ha
POU3BEICHUS HAYKH, JIUTEPATYPhl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KauecTBE TapaHTUU TOTO, YTO HMHTEJUIEKTYaJIbHBIA/TBOPUECKUM TPy aBTOpa HE
Oyner HampacHbIM, JacT €My CIpaBEAJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOErO TpyAa, MOIYYUTh W3BECTHOCTh W mpuzHaHue. Hukro 6e3
pa3pemnieHus aBTopa HE  MOXET BOCHPOM3BOJIUTH €ro  IMpPOU3BEIECHUE,
pacrpocTpaHsiTh, IMYOJIUYHO JIEMOHCTPUPOBATH, MPOAABATh, HMIOPTUPOBATH,
yCcKaTh B MPOKAT, MyOJUYHO HMCHOJHATH, MOKa3bIBATH/UCIONHATh B A(Upe WIH
pasMmernars B HTepHere.

Hcrnonb3oBanue «IMPATCKOro» TMPOrPaMMHOTO  O0ECTIEUEHUS MOXKET
NPUBECTH K MHOTUM pHUCKaM: OT TOTEpH JIaHHBIX K TBOUM aKKayHTaM Ji0
OJIOKUPOBKH TBOET'O YCTPOMCTBA, IJie YCTAaHOBJIEHA HeJerajibHas mporpamma. He
CTOUT TaKkXe 3a0bIBaTh, YTO CYIECTBYIOT JIETAlbHbIE U OECIIaTHBIE MPOTrPaAMMBI,
KOTOpPbI€ MOKHO HAWTH B CETH.

O nopraie

CereBu4oK.pd - TBOU TJIaBHBIM COBETUUK B CETH. 3/1€Ch Thl MOXKEIIIb Y3HATh
0 0€30MacHOCTH B CETU MOHSTHBIM U JOCTYIHBIM SI3bIKOM, a MPU BOSHUKHOBEHUU
KPUTHUYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A Take MPHUHATH y4yacTUE B
KOHKYpCaxX U CTaTh CaMbIM IIU(DPOBBIM IPaskTaHUHOM!



